
 
Overview 
Tired of having domain administrators resetting user’s passwords?  Reduce costs and lighten the load of
domain admins by delegating this duty to level 1 helpdesk personnel, department managers, or
group/team members.

 
This is a web based password reset utility for helpdesk personnel, department managers, or group/team
to reset user domain passwords and unlock accounts.  The application provides a quick and easy way to
reset user’s domain passwords.  It also provides a way for Domain Administrators to delegate password
management to the help desk, department managers, or groups/teams.
There is a single web page that users can use to change their own domain password.  They enter their
username, current password, and new password.  This is great for users that rarely log into a computer
themselves because they only use their username to access Outlook Web Access(OWA) or VPN.
This is NOT a self service password reset utility.  Through our own experience as domain administrators,
we have realized that self service reset systems don’t work with all types of users.  Self service reset
systems involve some sort of user enrollment process in which users must answer questions to give them
access to reset their password.  It can be very difficult to get users to take the time to do the enrollment
process.

How it works:
 The administrator installs the program and web interface on any domain computer

with IIS(Internet Information Services web server).
 The administrator selects which users or groups can reset passwords for specific

users/groups/OUs.
 The helpdesk person would go to a web page that would either grab their current

domain login information or force them to log into the web page.  
 They would get a web page where they can enter a portion of the user’s username,

first name, or last name.   
 A list of matching domain user accounts they have access to change will be

displayed.  The helpdesk user will click on the user from the list.  It will take them to a
page were they can do a password reset(without knowing the user’s current
password) and/or unlock the account.

 There is another web page for standard users to change their own domain
password.  The user would enter their username, current password and a new
password.

Features:
 Web based – does not require installation on help desk or manager computers.
 Delegation – domain administrators can delegate password resets to non-domain

admins such as helpdesk personnel, department managers, group/team.  Delegation
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is done by User, group, or OU.
 A page for helpdesk personnel, department managers, group/team to do an

administrative password reset for users.
 Easy way for end users to change their own domain password.  A single web page

that users can enter their username, current password, and new password.
 End users do not need to perform an enrollment process or give answers to personal

questions.
 A log is kept of all passwords changes or resets made through the utility.  This log is

viewable by domain admins for tracking and security monitoring purposes.
 No changes to the Active Directory are needed for the software to work.

Benefits:
 Improve user productivity and reduce domain admins and upper level helpdesk work

load by delegating password management.
 You do not need the tedious user Enrollment process.
 The program only needs to be installed on one computer.
 Delegate password management from domain admins to helpdesk personnel,

department managers, or group/team.
 Improves security by not needing to give administrator privileges in order for

helpdesk personnel, department managers, or group/team the ability to reset user
passwords.

 Affordable flat rate price
System Requirements: 
Windows 2000, 2003, or 2008 Active Directory Domain 
Computer that is a member of the domain running IIS 5, IIS 6, or IIS 7, Clustered servers not
supported 
.Net framework 2.0 installed on IIS server 
Web browser: IE 6, 7, or 8, Firefox 2 or 3 or newer 
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Installation
System Requirements:
Windows 2000, 2003, or 2008 Active Directory Domain
Computer that is a member of the domain running IIS 5, IIS 6, or IIS 7
Clustered IIS Servers are not supported
.Net framework 2.0 installed on IIS server
Web browser: IE 6, 7, or 8, Firefox 2 or 3
1. Run Setup.exe on a computer with IIS installed.  .Net 2.0 framework must be already
installed. 

2. Follow the prompts to install the application

3.  When the installation has completed the Config Manager needs to be run in order to
store the Domain name, Domain Admin username and Domain Admin password.  The web
application needs this information in order to have the necessary rights to reset passwords.
Click Start/Program Files/Practical Password Reset/Config Manager 

4. In the Config Manager enter the Domain Admin username, Domain Admin password,
and Domain name.  Click OK when the correct information has been entered.  We
recommend creating a new domain admin account in Active Directory that will only be used
for the Practical Password Reset application.

5. Practical Password Reset should be ready to use at this point.  Open a web browser and
enter  http://yourwebserver/PracticalPasswordReset       The main screen should open and
you can begin using the application.

6. To setup which users/groups have access to change passwords, go to the Configure
Permissions icon.  By default, the Domain Admin group has rights to change all users in the
Domain Users group.

7. The application settings are configured using the Configure Settings icon.

Troubleshooting:
If the Practical Password Reset does not work, please review the Troubleshooting section.
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Troubleshooting
If the Practical Password Reset does not work, please check the Practical Password Reset
virtual directory properties in IIS Manager.  Compare the settings to the following
screenshots.

The most common problem is the ASP.net version for the Practical Password Reset virtual
directory is not set to version 2.0.50727.

Occationally after making changes to the three domain admin fields or the domain path on
the Configure Settings page, you may need to restart the World Wide Web service in the
service manager for the new settings to take effect.
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Login
You must log into the site in order to reset passwords.  Log in using a domain account that
has been granted priviledges to Reset passwords in the Configure Permissions page.  The
Change password, Validate User, and Help do not require a network user to be logged into
the site.   

In order to access the Configure Settings, View Log, or Configure Permissions pages you
must be logged in as a Domain Administrator.
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Reset Password
Use this option to do an administrative reset of a users password or unlock an user's
account.

Note: An administrative reset means you do not need to know the users current password to
reset to a new password.

When you click on Reset Password you will be taken to the Search User page.

On this page you can enter a User's any or all of the following: Username, First Name, or
Last Name.
Use a * for a wildcard search.
The results will be limited to the first 100 records found.  This is to prevent generic searches
from taking a very long time.  If you receive more than 100 records, you should be more
specific in your search.

The Search results are sorted by Username by default.  You can click on any of the headings
to sort by that column.

Once you find the user that needs the password reset, click on the Reset button next to their
name.  You will be taken to the Reset page. 
Click Unlock to unlock a user or click Reset Password to reset the password.
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Enter the new password and click the Reset button.  The program can also generate a
random password by clicking on the Random Password button.  If the password group
policy is enabled for your domain, the program will require the password to meet the
standards of that policy.  The policy requirements are listed below the Reset button. 
Checking the Change password on next login, will set the AD flag to force the user to
change the password the next time they log in.
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Change Password
This page is used to change a password when the current password is know.  This is a web
page for standard users to change their own domain password.  The user would enter their
username, current password and a new password.  This is great for users that rarely log into
a computer themselves because they only use their username to access Outlook Web
Access(OWA) or VPN.

The program can also generate a random password by clicking on the Random Password
button.  If the password group policy is enabled for your domain, the program will require the
password to meet the standards of that policy.  The policy requirements are listed below the
Reset button.  

Use the link below to give standard users access to the page for changing their own
passwords.  Change yourIISserver to be the name of the IIS server with Practical Password
Reset installed.  The IsGuest= true at the end removed the Home icon, so the users won't be
able to easily get to the Main page of the application.

http://yourIISserver/PracticalPasswordReset/changepassword.aspx?IsGuest=true

If you want to auto populate the User name field, use the following.  Change =username to
the user's AD username.  The custom url works well if you use Practical Password
Reminder in conjunction with Practical Password Reset.  You can modify the Reminder
emails to have a link to the user Change Password page where the username will be auto
populated.
http://yourIISserver/PracticalPasswordReset/changepassword.aspx?IsGuest=true&usernam
e=username
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Validate User
Use this page to easily check to see if a particular username and password are correct. 
This an easy way to test a username and password to make sure both are correct. 
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View Log
This page shows a log of all password resets that have been preformed.  It allows a domain
admin to easily review all password resets.  You must be logged in as a domain
administrator in order to access this page. 
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Configure  Permissions
Use this option to configure the application settings and enter a serial number.  You must be
logged into the application as a Domain Admin in order to view this page. 

Domain Admin:   Enter a domain administrator username. 
Domain Admin Password:   enter the password for the domain administrator entered
Domain Path:   Your active directory domain name with LDAP:// in front.
Example:  LDAP://yourdomain.com
Mask Password:   If Yes is selected all passwords on the site will be shown as ******
                               If No is selected all passwords on the site will be visible as normal text
Serial number:  After purchasing the product you will receive a unique serial number to
enter here which will activate the product.  It is best if you enter the number before the trial
period expires, as you will have limited access to the application once the trial expires.
Session Timeout:   A user logged into the application will be automatically logged off after
the number of minutes entered has passed.
Identity Admin:   Enter a domain administrator username with the domain name in front.  
Example:  yourdomain.com\administrator
Generally this will be the same Domain Admin as entered in the Domain Admin box.
Identity Password:   Enter the password for the Domain admin
Connection Username:   Enter a domain administrator username with the domain name
in front.  Generally this will be the same Domain Admin as entered in the Domain Admin
box.
Connection Password: Enter the password for the Domain admin
Enable One Click Reset: Checking this changes the reset button functionality to change
the password to the One Click Reset Password listed below
One Click Reset Force Password Change:  If One Click Reset is checked, this option
will set the user to change password on the first login
One Click Reset Password: Password that the account will be reset to if using the One
Click Reset option

Save: saves the settings 
Encrypt Settings:   This encrypts the settings file so the passwords are not stored in plain
text.  When the file is encrypted the Configuration Manager will no longer be able to make
changes to the settings file.
Decrypt Settings:   This remove the encryption from the settings file and allows the
Configuration Manager program the ability to make changes to the settings file. 
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Configure Permissions
Use this option to configure which users/groups have rights to reset passwords for a
particular group or OU.   You must be logged into the application as a Domain Admin in
order to view this page.  This application does not make any schema or permission
changes to the active directory.  All permissions granted are stored in a local xml file. 

The screenshot below shows the Domain Admins Group has been granted permission to
reset passwords for any user in the Domain Users group.  The test5 user has been granted
permission to reset passwords for any user in the IT organizational unit.
Remember to click Save to store any permission combination you have selected. 
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