Overview

Be proactive with your user's network password expiration, by sending them an email reminder that their
password is about to expire.

Practical Password Reminder is a password expiration monitoring utility for domain accounts. The utility will
lookup the domain’s password policy and determine which users have passwords that will be expiring within
the specified number of days. Users with expiring passwords will receive a customizable email stating their
password is about to expire. Domain administrators will also receive an email with a summary report that lists
the users with passwords expiring within the specified number of days. Example report

This is great for Outlook Web Access(OWA), VPN users, or users that frequently use generic logins that
may not receive the Windows logon password expiration notification.

Features:

e Selectable reminder periods

e Sends customizable email reminders

e Daily summary reports sent to administrator(s)

o Test mode to run reports and check settings without sending emails to end users

o Seweral report options to show which users have passwords that are nearing expiration or expired.

e Select which OUs you want to monitor

e Perfect companion to Practical Password Reset - include a link to the Change Password page in the
notification email

o Works with any SMTP e-mail server. Exchange is Not required

o Runs as a scheduled task without a user logged on a single computer

« No changes to the Active Directory or Active Directory Schema are needed for the software to work.

Benefits:

o Improve user productivity and reduce domain administrator and helpdesk work load caused by
resetting expired passwords.

o Keep your Active Directory free of unused accounts by using report options to help determine which
user accounts can be removed.

e The program only needs to be installed on one computer.

« Affordable flat rate price, no confusing pricing schemes, no expensive maintenance contracts.
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Installation

Requirements:

Windows 2000, 2003 or 2008 Active Directory Domain with domain password policy turned on.
SMTP server to send emails. Exchange is Not required

Internet Explorer 6, 7, or 8, Firefox 3

One domain computer

with .Net 2.0 installed

1 GB Memory or more required, domains with more than 2000 users may need more memory

2 GHz or faster process required

Windows XP, Vista, 2003, or 2008

must be on the same subnet as the domain controller

Port 389(LDAP), Port(25)SMTP or Port(443) SSL SMTP must be open and not blocked by antivirus
or firewall

Run Setup.exe as an Administrator and follow the prompts on the computer that will be running the reports.
On Vista or newer, you need the run the Setup will elevated privileges for proper install.

After the installation is complete, then run Password Reminder Settings and configure the application for your
domain.
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Troubleshooting

Most problems occur because of an incorrect username, password, domain name, or server name. Please
very everything is entered correctly.

Make sure your internal mail server is set to allow anonymous relay from the IP address of the computer
running Practical Password Reminder. Often the mail relay option may be disabled.

Many Antivirus software have “Intrusion Detection” and “Anti Mailworm” detection, which may block SMTP
traffic and prevent sending of email reminders. Add practicalpassword.exe and practicalpasswordsettings.exe
to the antivirus “exclusion” list to awoid the email blocking issue.

Relaying messages through external spam gateways can prevent the email reminders from reaching your
users.

Port 389(LDAP), Port(25)SMTP or Port(443) SSL SMTP must be open on the network.

Log file: There is a log file in the application folder that contains all tasks the program performs. A new log
file is created every day. This file can help find possible problems.

Support can be obtained by emailing
support@practicaldesign.com
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Password Query

 Settings
Password Gluarﬂ E-Mail Settings | General Settings Scheduled Task  License About

Domain Name: |vourdomain.com

Authentication: UserName |DomainUser Passwnrd|

[¥] Reminder 1 Days %10 Template Templatel . LEdit || Mail
Reminder 2 Days [5_ Template Template2 C]
Reminder 3 Days IE Template Template3 C]

[ Include all users expiring within 1 to 'Reminder 1' days

‘when checked any user with password expinng in 1 to Remindsr 1 days
WILL receive a reminder email

OU List | gu

|

Ignore Users With: Change Password at next logon Fassword Mewver Expires
[] Mo E-mail Account Password Already Expired
MName Account Disabled

Users with Expired Password more than: |[100 | Days

Run Mode O Live & Test [ Run Now ‘ ‘ Users without E-Mail | ‘ Save | | Help ‘ ‘ Exit |

The password expiration policy must be turned on for the domain. The software will not support domains
without this policy turned on.

Run Mode

Test mode checks the OUs selected for expiring passwords, generates report and sends email to admin, but
does Not send emails to users.

Live mode checks the OUs selected for expiring passwords, generates report and sends email to admin, and
Does send emails to users.

Please Note: The Practical Password Reminder scheduled task will always run in Live mode. The
scheduled task program does not look at the Live/Test setting, it does use all of the other settings.

Domain name
Enter the FQDN(Fully Qualified Domain Name) of the domain which you want monitor for expiring passwords.

Authentication - Username and Password

Enter a domain username and password that has read access rights to sAMAccountName, pwdlastset,
passwordAge, mail and maxPwdAge on the domain. The program only queries AD, no changes are ever
made to the active directory.

Reminder Options
The admin can choose how many reminders are sent out to a user, up to 3 reminders.
Example: Send reminder at 10, 5, and 2 days before password expires.
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The following applies for Reminder 1,2,3

If the Reminder(1,2,3) option is checked, report will show users that have passwords expiring in the exact
number of days entered and the selected email template will be sent to the user.

Unchecked — report will not show users or send email to users that match that Reminder’'s number of days
until password expires.

Edit - opens a template for editing using the program selected on the General Settings tab

Mail - sends a sample email using the template to the Administrator email address entered in the Email
Settings tab

Templates

The templates can have any text or html that you would like. You can also use dynamic fields from the
active directory to personalize the emails. Inserting images into the templates is not possible, however you
can link to an image.

Note: Do not use MS Word or FrontPage to edit templates. They are not standard html editors and often
insert their own markup which may break the dynamic features.

Dynamic field LDAP data Example
#FullName# CN Mickey Mouse
#FirstName# Given Name Mickey

#lLastName# N Mouse

#UserName# Domain account name mmouse
#PwExpDay# AD calculated value, no text 7

#ExpDate# AD calculated expiration date 8/12/2009 8:52:35 AM

If you have Practical Password Reset_on your network you can add a link to the User Change Password
screen to the templates. This provides a very easy way for users to change their own password.
Example link: http://YourWebServer/PracticalPasswordReset/changepassword.aspx?IsGuest=true

Adding the ?IsGuest=true to the link turns off the Home button so users can not easily access the other
options of Practical Password Reset.

D Change Password - Bicresolt Inlermet Fapleser

Lisar Mama:
Cisrrail Pasdward!
firwr Pariirrord!
Gl Passvord:

'_':l-iﬂr } | Fandinm P iwond

Fastmard Requirements

& vora S Local intranst

When sending reminder emails to users, Practical Password Reminder uses the email address listed on the
E-mail box in AD. If the user doesn't have an email account with your company, you can enter a supenvisor
email address or even their gmail or hotmail account.

Senvice accounts don't normally have an email account but may still expire. You can enter the person's
email who is responsible of maintaining the account. They will receive the email notifications when the
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password is about to expire.

BMoore Properties x|

kember OFf I Dial-in I Erviranment I Sesziong I Remate cantral I
Terminal Services Profile I COk+ I Additional Account Info I
General | Address I Account I Prafile I Telephones I Organization

g Bk oore
FEirst name: IB ohbby Irifialz; I

Last name: IMl:n:ure
Dizplay name: IEDI:II:l_I,I Moare
Dezcription; IFinanu:e
Office: |

E-mail: |: IBMDDre@pdgtest.mm )

Wweb page: I Other. ..

Telephone number: I Other... |

ak. I Cancel Apply

Include all users expiring within 1 to Reminder1 days

If Reminder 1 is set to 10 days, then all users whose password expires within 1, 2, 3,4, 5,6, 7, 8,9, or 10
days would be listed and grouped by day on the report in Group By Expiring Days and possibly Users
Without Email Address sections. The Reminder1 email will be sent out everyday to any user who has a
password expiring in 1 to the value of Reminder1 days. The purpose of this option is to see how many users
will be expiring between 1 and Reminder1 days and give a forecast of how many users expire within that time
frame. The option is usually only run in Test mode by the administrator, other wise users will receive a
reminder everyday until they change their password.

OU List

By clicking the browse button you can select which OUs will be queried for users with expiring passwords.
The program does not automatically search sub-OUs. If you want to query sub-OUs, you will need to select
the sub-OUs as well.

To remowve an OU from the list, click on the OU to be removed and click Remowe.

Ignore users with - Change Password at next logon

Checked - report will Not contain any users in any section that have the change password at next logon flag
setin AD and email to user will not be sent.

Unchecked - report will contain users with flag set

Ignore users with - Password Never Expires

Checked - report will Not contain any users in any section that have the Password never expires flag set.
Email will not be sent to user with Never expire set in AD as expire date will not match any of the Reminder
day.

Unchecked - report will contain users with flag set
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Ignore users with - Password Already Expired
Checked - the report will Not contain any users with expired passwords. Email will not be sent to user with
password already expired in AD as the expire date will not match any of the Reminder days.

Ignore users with - Account Disabled
Checked - if an account is disabled it will Not be listed in any section of report.
Unchecked — show disabled users in the report.

Ignore users with - Name

If entered, the report will not show any user who's username starts with the letters entered

example: tp entered

Users with usernames tphillips and tpeter and tpool will not be shown in any section on the report and email
will not be sent to matching users.

Ignore users with - No email account

Checked - if the user does not have an email address listed in the E-mail box on their AD account, they will
not be listed in any section on the reports.

Unchecked — Users without email addresses are shown in reports. Email will not be sent to those users who
match Reminder days as there isn’t an email address to send to.

Users With Expired Password More Than x Day

This field is used for the Users With Expired Password More Than x Days section of the report. If the user
has had a password expired for more than 100 days they will be shown in the Users With Expired Password
More Than x Days. The reason for this section is to help admins determine which accounts should be
disabled or deleted. If a user has had an expired password for an extended period of time the admin can use
this list to disable or delete unused accounts.

Users without Email — separate report from button
Lists all users in the OUs selected that do not have an email address listed in AD. Sorted by Username.

Run Now

Run the report in the mode selected with the selected options. Depending on the number of users in the OUs
selected, it could take several minutes for the report to be displayed. It takes about 30 seconds for every
1000 users queried.

Test mode checks the OUs selected for expiring passwords, generates report and sends email to admin, but
does Not send emails to users.

Live mode checks the OUs selected for expiring passwords, generates report and sends email to admin,

and Does send emails to users.

Report Sections - Sample report

Group By Expiring Days

This section shows users that have a password expiring on Reminder1,2,3 days or all days between 1 to
Reminder1 days if the Include all users expiring within 1 to Reminder1 days option is Checked. This report is
grouped by number of days until expiration and then sorted by username within the group. Each group
section displays a total for that group.

Expired Users:
This section shows users that have expired passwords. This section is sorted by Username.

Users Without Email Address:

This section shows users without email addresses listed in AD with and have a password expiring on
Reminder1,2,3 days or 1 to Reminder1 days if the Include all users expiring within 1 to Reminder1 days
option is Checked. This section is not shown if Ignore - No email account is Checked. This section is
sorted by username.

Users With Expired Password More Than x Days:

This section shows users that have expired accounts for longer than x days. Xis set in Users With Expired
Password More Than x Days. This section is sorted by expiration days and then username.
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Email Settings

fC Settings

Server: !ynurmailsewer_cum
Port: |25
[] Use S5L

User Name: iusemame

[
Fassword: |

Administrator E-mail(s): |ndmin@3ﬂ:urdumain com | fLise " Sapanalor for mutliple £-mai i)

Mail From: !user@user.cum

Mail Subject: |F>ractiv:al Password Rem
Message Format: &) PlainText ) HTML

| Send Test Mail

Bun Mode O Live (&) Test { Fun Now ‘ ‘ Users without E-Mail ‘ ‘ Save | | Help ‘ ‘ Exit

Practical Password Reminder will connect to any SMTP mail server, including servers that require SSL
authentication. Microsoft Exchange is not required.

Mail Subject
This is the subject line of all emails sent by the program. This includes emails sent to the administrator(s)
and all reminder emails sent to users.

Message Format
If you write the templates in HTML then select HTML.
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General Settings

fC Settings

Report Path: | | B
Template Editor: |D:'~.WINDDWE‘-.,natspud.axe | [:]
No. of Reports To Keep: i_1 0o .

Bun Mode O Live (&) Test { Fun Now ‘ ‘ Users without E-Mail ‘ ‘ Save | | Help ‘ ‘ Exit ‘

Report Path
Path to the location where you want the administrator reports saved.

Template Editor Path
Path to the program you would like to use as an editor of the email templates.

No of Reports to Save
The program will only save the last X number of reports. Enter the number of reports you would like to save.
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Scheduled Task

fC Settings
Authentication: | ocal User Name
Password _
Run At:  Daily 12:00 AM =
hodify Task
Bun Mode O Live (&) Test { Fun Now ‘ ‘ Users without E-Mail | ‘ Save | | Help ‘ ‘ Exit |

Please Note: The Practical Password Reminder scheduled task will always run in Live mode. The
scheduled task program does not look at the Live/Test setting, it does use all of the other settings.

Local User Name
Enter a local username that has privileges to create scheduled tasks and run programs on this computer.

Run at
Select time that the schedule report/email task will run.

Modify Task
Creates or modifies the scheduled task to run Practical Password Reminder.

Copyright © 2009 Practical Design Group, LLC, All rights reserved.
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License

When you purchase Practical Password Reminder you will receive a serial number. Enter the serial number
and click Save. The program will be actived and all notifications of demo period will be removed.

f Settings

Serial Number: : |

Save

Run Mode O Live & Test { Run Now ‘ ‘ Users without E-Mail H Save | | Help ‘ ‘ Exit ‘
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Practical Password Reminder Administrator Report Created: 10/13/2009 8:16:44 AM

Group By Expiring Days

Name Location Pas.syvor'd Action taken Last login E-Mail
Expiring in date

ABarbariol |Users 1 gi:rt]inderS gllf/§$%9M ABarbariol@pdgtest.org
ABarr Users 1 zeerr]rt]in der3 i/;glgg g\?\/‘ ABarr@pdgtest.org
Total No. Of Users Password Expiring in 1 days is 2
BMoore Users 5 gzrrl:inderz ;(g;%/fg(')v? BMoore@pdgtest.org
CCannon Users 5 geerr:inderz ;(gglsgoA?w CCannon@pdagtest.org
DBradley Sales 5 geerr:inderz 1%/16/260?39M DBradley@pdgtest.org
DOrtiz Users 5 geerr]r:inderZ 105:;21/5(;?\;’ DOrtiz@pdgtest.org
ECorets Users 5 :eerr:inderZ loéslggggwl ECorets@pdgtest.org
GDickmann |Users 5 gzrr]r:inderZ ;05/;::/72%1/? GDickmann@pdgtest.org
JBerry Users 5 iir:rt]inderZ ;04/;%/22%)\/? JBerry@pdgtest.org
JEvans Users 5 2eerr]rt1inder2 ;%/;12/12%)\/? JEvans@pdgtest.org
Total No. Of Users Password Expiring in 5 days is 8
ADixon Users 10 gzrrliin der 1?/242:_3? gAM ADixon@pdgtest.org
BSimon Users 10 g‘zrr:indem ?/13/23%9,\/' BSimon@pdgtest.org
CPoland Engineering |10 gzrr:indem 2/:;/12(30%?\/' CPoland@pdagtest.org
DJohnson |Users 10 geerr]r:indem glgg/gg(;gM DJohnson@pdgtest.org
ELang Users 10 2eer:r:inder1 2/52/12:3)%?\4 ELang@pdagtest.org
JAdams Users 10 gzrr:indem ;05/;22/:?%?\? JAdams@pdgtest.org
KHarris Users 10 22:rt1inder1 ;05/;?'/12%)\/? KHarris@pdgtest.org
LMitchell Users 10 2eerr]rt1inder1 ;03/;12/92(;?3 LMitchell@pdgtest.org
MGraff Users 10 gzrrliin dert 3/32)/5222\?\4 MGraff@pdgtest.org
PColeman |Users 10 g‘zrr:indem ;%/122/:%0,\;9 PColeman@pdgtest.org
RKelly Users 10 gzrr:indem ;(ZZ/1Z$?39M RKelly@pdgtest.org
SCooper IT 10 geerr]r:indem ;(ggg/f%)v? SCooper@pdgtest.org
TNixon Users 10 Sent 10/9/2009 TNixon@pdgtest.org

Reminder1 7:33:37 AM
Total No. Of Users Password Expiring in 10 days is 13

* Change password at next logon flag is set for the user

Expired Users:
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Name | Location | Password Expiringin | Actiontaken | Lastlogindate | E-Mail

Total No. Of Users 0

Users Without Email Address:

Name | Location | Password Expiringin | Action taken | Lastlogin date | E-Mail

Total No. Of Users 0

* Change password at next logon flag is set for the user

Users With Expired Password More Than 200 Days:

Name Location Pas_s_w or_d Action taken | Last login date E-Mail
Expiring in

Total No. Of Users 0
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Legal Disclaimer

Please read the following terms and conditions carefully before using this SOFTWARE PRODUCT. Your
use, distribution or installation of this copy of "Practical Password Reminder" indicates your acceptance of
this License.

SOFTWARE PRODUCT here means Software, image files, all accompanying files, data and materials
received with your order of "Practical Password Reminder".

If you do not agree to any of the terms of this License, then do not install, distribute or use the
SOFTWARE PRODUCT.

Warrantee covers defects in the software, which prevents successfully installing the software in the buyer's
PC. Warrantee does not cover fithess of purpose, not meeting of expectations or needs in the mind of the
buyer.

This SOFTWARE PRODUCT may be installed and used by on only one computer. Its component parts
may not be separated for use on more than one computer. All components accompanying the software
are copyrighted by Practical Design Group, LLC and may not be taken apart, modified, used or published
with other software or means except with the SOFTWARE PRODUCT software and may not be distributed
or copied in any manner.

This SOFTWARE PRODUCT, all accompanying files, data and materials, are distributed "AS I1S" and with
no warranties of any kind, whether express or implied. The user must assume all risk of using the program.
This disclaimer of warranty constitutes an essential part of the agreement.

Any liability of Practical Design Group, LLC will be limited exclusively to refund of purchase price. In
addition, in no event shall Practical Design Group, LLC, or its principals, shareholders, officers, employees,
affiliates, contractors, subsidiaries, or parent organizations, be liable for any incidental, consequential,
punitive or any other damages whatsoewer relating to the use of SOFTWARE PRODUCT.

In addition, in no event does Practical Design Group, LLC authorize you to use this SOFTWARE
PRODUCT in applications or systems where SOFTWARE PRODUCT 's failure to perform can reasonably
be expected to result in a physical injury, or in loss of life. Any such use by you is entirely at your own
risk, and you agree to hold Practical Design Group, LLC harmless from any claims or losses relating to
such unauthorized use.

This Agreement constitutes the entire statement of the Agreement between the parties on the subject
matter, and merges and supersedes all other or prior understandings, purchase orders, agreements and
arrangements. This Agreement shall be governed by the

laws of South Dakota, USA.

Practical Design Group, LLC the owner of the copyright of this SOFTWARE PRODUCT, all of its
derivatives, title and accompanying materials are the exclusive property of Practical Design Group, LLC. All
rights of any kind, which are not expressly granted in this License, are entirely and exclusively reserved to
and by Practical Design Group, LLC. You may not rent, lease, transfer, modify, translate, reverse engineer,
de-compile, disassemble or create derivative works based on this SOFTWARE PRODUCT. You may not
make access to SOFTWARE PRODUCT available to others in connection with a senice bureau,
application senvice provider, or similar business, or use this SOFTWARE PRODUCT in a business to
provide file compression, decompression, or conversion services to others. There are no third party
beneficiaries of any promises, obligations or representations made by Practical Design Group, LLC herein.

You may not disclose to other persons the data or techniques relating to this SOFTWARE PRODUCT that
you know or should know that it is a trade secret of the Practical Design Group, LLC in any manner that
will cause damage to Practical Design Group, LLC.

This SOFTWARE PRODUCT and all senices provided may be used for lawful purposes only.
Transmission, storage, or presentation of any information, data or material in violation of any United States,
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South Dakota law is strictly prohibited. This includes, but is not limited to: copyrighted material, material
we judge to be threatening or obscene, or material protected by trade secret and other statute. You agree
to indemnify and hold Practical Design Group, LLC harmless from any claims resulting from the use of this
SOFTWARE PRODUCT, which may damage any other party.

Copyright © 2009 Practical Design Group, LLC, All rights reserved.
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